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Information Item Only

Approval on Consent Agenda

Conference (for discussion only)

Conference/First Reading (Action Anticipated: )
Conference/Action

Action

Public Hearing

H RN

Division : Legal Services and Technology Services

Recommendation : Approve revisions to Board Policy 3580

Background/Rationale : State and federal law require that the District develop a
secure document management system that provides for the storage, retrieval, archiving,
and destruction of District documents. Such documents include electronically stored
information (e.g., emails).

In order to ensure the confidentiality of records and safeguard data against damage,
revisions are necessary. No prior updates to BP 3580 have occurred since 2001. Such
updates include language in the CSBA Gamut model policy.

1. BP 3580 (Redlines)

Estimated Time of Presentation : 5 Minutes

Submitted by: Raoul Bozio, In House Counsel and Bob Lyons,
Chief Information Officer

Approved by : Jorge A. Aguilar, Superintendent
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credential was, or is reasonably believed to have been, acquired by an
unauthorized person and the agency that owns or licenses the encrypted
information has a reasonable belief that the encryption key or security credential
could render that personal information readable or usable. The disclosure shall
be made in the most expedient time possible and without unreasonable delay,
consistent with the legitimate needs of law enforcement, as provided in
subdivision (c), or any measures necessary to determine the scope of the breach
and restore the reasonable integrity of the data system.

[1l. Budget:

The proposed policy is intended to address the District’s document management system,
including instances of a breach of security of District records. There is no direct budget impact
from the revision to this policy.

IV. Goals, Objectives and Measures:

Pursuant to the District’s LCAP Goals, this Board Policy meets “Operational Excellence.” The
goal is to ensure that District records are
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The Superintendent or designee shall ensure the confidentiality of records as required by law and
shall establish regulations to safeguard data against damage



Safe at Home Program

District public records shall not include the actual addresses of students, parents/quardians, or
employees when a substitute address is designated by the Secretary of State pursuant to the Safe

at Home program. (Government Code 6206, 6207)

When a substitute address card is provided pursuant to this program, the confidential, actual
address may be used only to establish district residency requirements for enrollment and for
school emergency purposes.

(cf. 5111.1 - District Residency)
(cf. 5141 - Health Care and Emergencies)

Legal Reference:

EDUCATION CODE

35145 Public meetings

35163 Official actions, minutes and journal

35250-35255 Records and reports

44031 Personnel file contents and inspection

49065 Reasonable charge for transcripts

49069 Absolute right to access

CIVIL CODE

1798.29 Breach of security involving personal information

CODE OF CIVIL PROCEDURE

1985.8 Electronic Discovery Act

2031.010-2031.060 Civil Discovery Act, scope of discovery demand
2031.210-2031.320 Civil Discovery Act, response to inspection demand
GOVERNMENT CODE

6205-62116210 Confidentiality of addresses for victims of domestic violence, sexual assault or

stalking
6252-6265 Inspection of public records

12946 Retention of employment applications and records for two years
PENAL CODE

11170 Retention of child abuse reports

CODE OF REGULATIONS, TITLE 5

430 Individual student records; definition

432 Varieties of pupHstudent records

16020-16022 Records-, general provisions

16023-16027 Retention of records

UNITED STATES CODE, TITLE 20







